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1. INTRODUCTION (1)

 Tattoos, as a soft biometric trait, are becoming ever more present in
the wider population; for example, 24% of people aged 18 to 50 in the
USA have at least one tattoo, and their number is increasing [8].

 The ANSI/NIST-ITL.1-2011 standard classifies tattoos based on visual
appearance into 8 classes (i.e. human, animal, plant...) and 70
subclasses (i.e. male face, female face...) [9]. In addition, tattoos are
indexed based on their position on the body into 33 main categories
(i.e. abdomen, ankle, arm…) and 71 subcategories (i.e. forehead,
finger(s) left hand, finger(s) right hand…) [9].

 Tattoo-ID [6] and FASTID [7] are two well-known systems for tattoo
identification. They both use SIFT features [10] for tattoo identification.
These systems rely on human labelling.

 Lee et al. [11] presented a content-based image retrieval system for
matching tattoo images. A methodology for detecting scars, marks
and tattoos found in unconstrained imagery typical of forensics
scenarios is described in [12].



1. INTRODUCTION (2)

 The matching and retrieval of tattoo images based on active contour
content-based image retrieval and global-local image features is
described in [13].

 Tattoo de-identification can increase the privacy protection level of
naive or k-Same based approaches to face de-identification [14] in still
images because even if the visual appearance of a tattoo is removed
from the face, the tattoo location may still be present as an artefact.

 As far as we know, currently there are no papers related to tattoo de-
identification for privacy protection.

 In this paper we focus on tattoo localization and de-identification for
privacy protection in still images.

 An experimental tattoo de-identification system for still images is
proposed, and the preliminary results of de-identification are
presented.



2. SYSTEM DESCRIPTION (1)

The tattoo de-identification system.

An example of a still image obtained by 
a colour camera.

A skin colour area.



2. SYSTEM DESCRIPTION (2)

A skin colour area with holes and 
cutout regions depicted in black.

Extracted SIFT features.

Examples of tattoos used for 
forming the template SIFT 

features in the tattoo database.
The ROI – a candidate for 
SIFT feature extraction.



2. SYSTEM DESCRIPTION (3)

Extracted SIFT features in ROI and whole image.

Description Tattoo  
database

Test  
images ROIs  

Total number of still images 24 204 - 
Total number of SIFT features in all images 1338 165461 25942 
Average number of SIFT features per image 55.75 811.08 127.17 

 

Statistical properties of SIFT features



2. SYSTEM DESCRIPTION (4)

The result of matching SIFT features to the template SIFT features.



2. SYSTEM DESCRIPTION (5)

Tattoo area segmentation process: a) an area of an ROI that has a non-
skin colour or non-skin texture; b) segmented tattoo regions with seeds
depicted as red crosses; c) a ROIs used in the process of de-identification;
d) skin non-tattoo areas used for swapping the tattoo region in b).



2. SYSTEM DESCRIPTION (6)

Two types of squares used in the 
process of de-identification.

De-identified tattoo still frame.



 A total of 204 video frames with a resolution of 640×480 pixels, of which
148 contained a tattoo, as still images taken from 8 video sequences of
three persons walking in front of the camera were selected for the
evaluation.

 The system was evaluated based on the results of the tattoo localization,
the level of privacy protection and the naturalness of the de-identified still
images.

 Tattoo localization was evaluated based on the percentage of false
positive RFP and false negative RFN tattoo detection ratios:

 The privacy protection level is estimated based on the performance of
hiding the tattoo locations RLOC and tattoo appearances RAPP in the tattoo
de-identification process:

3. EXPERIMENTAL RESULTS (1)
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3. EXPERIMENTAL RESULTS (2)

Category Results Experiment 1
(Ad-hoc) 

Experiment 2 
(SIFT) 

NALL 204 204 Still images NTAT 148 148 
NFP 39 10 
NFN 12 43 
RFP 19.12 % 4.90 % 

Tattoo  
localization 

RFN 8.11 % 29.05 % 
NDL 134 104 
NDA 136 105 
RLOC 90.54 % 70.27 % 

Privacy  
protection 

RAPP 91.89 % 70.95 % 
1 (natural) 161 (78.92 %) 193 (94.61 %) 

2 32 (15.67 %) 6 (2.94 %) 
3 9 (4.41 %) 3 (1.47 %) 
4 2 (0.98 %) 2 (0.98 %) 

5 (unnatural) 0 (0.00 %) 0 (0.00 %) 

Naturalness 

Average 1.27 1.09 
 

Results of the tattoo de-identification experiments

Description Tattoo  
database

Test  
images ROIs  

Total number of 
still images 24 204 - 

Total number of 
SIFT features in 

all images 
1338 165461 25942 

Minimal number 
of SIFT features 

per image 
10 250 0 

Maximal number 
of SIFT features 

per image 
172 2023 497 

Average number 
of SIFT features 

per image 
55.75 811.08 127.17 

 

Statistical properties of 
SIFT features



3. EXPERIMENTAL RESULTS (3)

Examples of de-identified tattoo still images: a) original still image; 
b) ad-hoc method; c) SIFT-based method.



5. CONCLUSION

 The experiments show that tattoo localization is a tough problem for
still images where tattoo location, distance, size, illumination, and
motion blur vary greatly.

 Tattoo localization based on SIFT features shows satisfactory results
in well-controlled conditions such as lighting, high tattoo resolution,
and no motion blur. For tattoos with a low quality visual appearance,
SIFT features have to be combined with some region segmentation
based on a combination of colour, gradient and/or texture methods.

 In order to improve the naturalness of de-identified images, it is
necessary to develop a better method for skin swapping in the tattoo
de-identification process, using ideas from the area of image
inpainting.

 In future research work, we plan to develop a tattoo de-identification
system for surveillance applications which will utilize skin and tattoo
area tracking.
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